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» Password Attack
e SQL-Injection
- "HS%&() *+&,
» Cross-Site Script
— JavasScript. HTML-Script #$%&'() *+&,
» Directory Traversal
- &,/0123456 789:;&,<=>?@AB

CDEFGH
» HTTP Service Exploit
- &,/0DIJKL MNO Buffer-Overflow,PQRS
» Cookie/Session Hijacking
-  TUVW Cookie SessioX YZ<="7?[. ]

» DDoS of HTTP service
— M la&,<=*bcd>?&' e:fg
* XML-Injection, HTTP-Injection

I"#

» Password Attack
e SQL-Injection
— 2] hi2j& *bkim VW In
oU DOSp"qq
e Cross-Site Script
— 4r 0oU34&'In sUt&,Du’
» Directory Traversal
- ?[&@ vw m
» HTTP Service Exploit
— *bkim xy&z{| 2j&'
» Cookie/Session Hijacking
-} ?[x O? hi
» DDoS of HTTP service
- &,/0€* O&zMVP,
*  XML-Injection, HTTP-Injection
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: SQL-Injection
(ASP )

o

.9:;+<-=>?@ ABCDEFG5H
IBIJ?@K
. strUserInput=request.form(“UID")

. SqICmd="select password from usr where UserID=""&
strUserlnput &

3. set rsl=cn.execute(SqlCmd)

N -

: SQL-Injection
(ASP )

. <l--#include file=conn.asp-->

. <%

. username=request.form("username")
. password=request.form("password")

. sgl="select * from my_webUser where userCode="&name&" and
userPassword="&password&" and userType=1"

6 . set rs=conn.execute(sql)

g b~ W NP
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e LM : SQL-Injection
« NO

— http://www.abc.gov/admin/login.asp?UID=admin&
PWD=test1234

— http://www.abc.gov/admin/login.asp?UlIBgdmin&

PWD=* or "=
— http://www.abc.gov/ShowNews.php?ltem=2&Deta
=100

— http://www.abc.gov/ShowNews.php?ltem=2&Deta
=100 ;-- Select * from user where UID="admin’

A EREEM - S AR#ER - Microsofi Intermet Explorex
RO WEED R0 FREW IARD SED

Q- O HEG Pus Jeamsz @ - & L3

EiEETain)] |:§| ittt crjcy. gov cufnewsiread news. asp Poevwsid =47 24 V| f8E i ¥ NodonIntmet Security @i~

Horton AntiVir: fg =

£ 5 ARB R E D s i
20055118 16H EH= EiE | EAET |

iisHelp/ common/500-100. asps 7242

Microzoft JET Database Engine 32 “80040e1d”
PR FIE RS TEEWERIET, T 1d=47 24 and ischecked=1 and del=0" H.

news/ readnews. asp. 710

gz P
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A hitp:-/fwww wzepzl.comimewsflista asp?id=53' - Microsoft Internet Explorer

Qt=-O M[E& Pz Joamm: @
E i) @:I htpediwese wzepel comifnewslista asp™id=53%

: 3
I ‘i

b a@i g% Norton Internet Security @~

CIBX
BEE K/EE BRO HFAREW ITEO HAD "

Norton AntVims §g)

Microsoft JET Database Engine 32 “&0040e1d’
FRANEEER TEWRIET articleId=53 6 o

Snews/lista. asp. fT13

0 WL

B/ P RS

. . Cross Site Script

— http://host/phpmyadmin/index.php?pma_userna
me=&pma_password=&server=1&lang=en-iso-
8859-

1&convcharset=\"><script>alert(document.cook
ie)</script>

— http://host/phpmyadmin/index.php?pma_userna
me=&pma_password=&server=1&lang=en-iso-
8859-1&convcharset=\"><h1>XSS</h1>
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A PERE{EHM - Mictosoft Internet Explorer

BRE WED BRO HHEEW IED NHD o
QtrF-©Q HNRAG Purs ez @ -5 B -JB
LD | &) hitp:hwew sz zov cuibesod v|E)#E E# ? HoonlntemetSecwity @+ | Noron AntiVics @) -

PS
AR+ |test@test. com

BERAE:* 123123123
FEEhEiE: 123123123
BEEISRRD: 123

Bl |[test at test home

#  Ex [EENE #ExEefa
B ¥ @ Ty O Itewm O MFsn O Hi

GEPE T EE P ESHE AT . T8t 1600F. e EHEEENE. )

<{zoript
o] F:* | language=JavaScript >window. locat ionshttp: /S www. google. com; €
facript>

GE © B S ABAAT)

A PEARTNERGE  FAXEPEE  RBIEE T RICPE050394195  RICPEHE0000555 ~
2] A o FERRERE

 http://demo.siteenable.com/content.asp?cont
enttype=%3Cscriptd3Ealert(document.coo
kie)%3C/script%3E

 http://demo.siteenable.com/content.asp?do_S
earch=0&keywords=contact&page_no=2&
sortby=;SELECT%20* FROM blablabla--
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« 1. ASP/PHP
— strData = replace([\&;\™\\\|"*?~<>MN(W)WN\\{\NG\r]))A\$1/g;,"™)
— strUsername = replace(trim(request.Form(“UID")),"}'
— strPassword = replace(trim(request.Form(“PWD"));")"

o 2. cint( )

e 3. ( "# ) $%&
0
- &squo;
- &quot;

&lt;

&gt;

&amp;

&nbsp;

|
N R VO A

* 4,

5. "# 1$%&

|

6. MS-SQL'( )* 6+,-

7..1 01 2345678 (VNC,
pcAnywhere, TerminalServic89 )

8..] ;;<=>?@ (A$2BC )
* . ASPDEF GH RecordSet§lJKG )
— rs.close

— Set rs = nothing
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- O<=

7>?7@

9.EFGD

v ~ ABH -.

1.
2.HST5 (1S, MS-SQL, Exchange, Apache, MySQL, Sendmail...)
3. , ) e
SPx, (Windows Update)
4. ! , AP ! (AntiHacker)

5 H$%E& '()*+,

(Tripwire, S-Check)

6./0 !12%3+, , 4567 ,6890

(MS-NetMonitor, Ethereal, Snort, A-PacketMan)

- AB C D (Tripwire, S-Check , AntiHacker)

81J KLMN COPQR - AB (Tripwire, S-CheckC A-PacketMan)

Cc
(Tripwire, S-Check, AntiHacker)

1:
— administrator, sa, , ...
2.
3: !
- !
- "# ($%& )'()*
47 "HS% & ( )
— +,-./01 23 -./45
5. "O*+,-J
— 67 89:;" <=6>"

- 67 ?@AB CD*E AB
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— Web Mail DNS Database

— HTTP(TCP-80)
— SMTP/POP3(TCP-25,TCP-110)
— DNS(UDP-53,TCP-53)

- LAN DMZ WAN P

— FrontPage FTP Terminal Service ?
— pcAnyWhere WinVNC

— Data-Backup Disk-Backup

0123./456

— 10 FGH 1 (JK LM

— 20 FNOPQ (RSTU) )
— 3VWXYZ\JA

78 1. +,9:; <=>
— a bc&defg! hijkimZ[nopq
($rs )
78 2: ?2@;"#ABCD
— a]c&dg! tuv89w xyCz{|

4:.78 3: EFEG HIJKLM'(
NOPQ RS TUVWXYZ[WX\]
A “abcdUVe8Y
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?

E‘
Firewall IDS IPS/IDP Viruswall Authrority ?
000 C)gF
TCP-80  TCP-
p 0 #$%&
#$%& +,-.
Policy Rules Rules Pattern ID/PWD ACL
?
°
HTTP/SMTP/POP3/DNS/CIFS/MSN...
( P Internet  ?)
(" #3%& ?)
'( ( ( )+-/ ?)
°
0 (0 o0123 )
45 (6708912 , 45: ;<12=> )
?0 (@A?0BC ;<12=> )
DE (option,FGHIJKLMNOPQ RSTU )
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Q&A

0932-212-913
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